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No.

Time Rel Time Delta T Source Destination
25 16:06:49.657453077 3.568220583 3.143968397 192.168.1.6 192.168.1.254

Protocol Length Info

DNS

Frame 25: 76 bytes on wire (608 bits), 76 bytes captured (608 bits) on interface wlx000f00d56252, id ©

Interface id: @ (wlx000f00d56252)
Interface name: wlx000f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:06:49.657453077 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931609.657453077 seconds
[Time delta from previous captured frame: 3.143968397 seconds]
[Time delta from previous displayed frame: 3.143968397 seconds]
[Time since reference or first frame: 3.568220583 seconds]
Frame Number: 25
Frame Length: 76 bytes (608 bits)
Capture Length: 76 bytes (608 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:udp:dns]
[Coloring Rule Name: UDP]
[Coloring Rule String: udp]

Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)

Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
T - . = LG bit: Globally unique address (factory default)
e 0@ Lio uve wvee ve.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
ceee 2400 L. Lou. L. ..o.. = LG bit: Globally unique address (factory default)
[ R
Type: IPv4 (0x0800)

IG bit: Individual address (unicast)

Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: 192.168.1.254 (192.168.1.254)

0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
.. ..00 = Explicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 62
Identification: ©x8b65 (35685)
Flags: x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: UDP (17)
Header Checksum: ©x2af5 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: 192.168.1.254 (192.168.1.254)

User Datagram Protocol, Src Port: 57034 (57034), Dst Port: domain (53)

Source Port: 57034 (57034)
Destination Port: domain (53)
Length: 42

Checksum: Oxfdfe [unverified]
[Checksum Status: Unverified]
[Stream index: @]

76

Standard query ©xa82d AAAA goosebears.co.uk
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[Timestamps]
[Time since first frame: ©.000000000 seconds]
[Time since previous frame: 0.000000000 seconds]
UDP payload (34 bytes)

Domain Name System (query)

Transaction ID: ©xa82d
Flags: 0x0100 Standard query

@... «... «... .... = Response: Message is a query
.000 0... .... .... = Opcode: Standard query (0)
..0. .... .... = Truncated: Message is not truncated
..1 .... .... = Recursion desired: Do query recursively
.0.. .... = Z: reserved (0)
..0 .... = Non-authenticated data: Unacceptable

Questions: 1
Answer RRs: 0
Authority RRs: ©
Additional RRs: ©
Queries
goosebears.co.uk: type AAAA, class IN
Name: goosebears.co.uk
[Name Length: 16]
[Label Count: 3]
Type: AAAA (IPv6 Address) (28)
Class: IN (0x0001)
[Response In: 26]
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No. Time Rel Time Delta T Source Destination Protocol Length Info
26 16:06:49.678225096 3.588992602 0.020772019 192.168.1.254 192.168.1.6 DNS 147 Standard query response ©xa82d AAAA goosebears.co.uk
SOA ns49.domaincontrol.com
Frame 26: 147 bytes on wire (1176 bits), 147 bytes captured (1176 bits) on interface wlx@00f00d56252, id ©
Interface id: @ (wlx000f00d56252)
Interface name: wlx000f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:06:49.678225096 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931609.678225096 seconds
[Time delta from previous captured frame: 0.020772019 seconds]
[Time delta from previous displayed frame: ©.020772019 seconds]
[Time since reference or first frame: 3.588992602 seconds]
Frame Number: 26
Frame Length: 147 bytes (1176 bits)
Capture Length: 147 bytes (1176 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:udp:dns]
[Coloring Rule Name: UDP]
[Coloring Rule String: udp]
Ethernet II, Src: Sagemcom_fc:45:ea (30:24:78:fc:45:ea), Dst: Legra_d5:62:52 (00:0f:00:d5:62:52)
Destination: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
cee 4@ Liie eve vev. .... = LG bit: Globally unique address (factory default)
eee 0@ tier ovs wvee oo.. = 1IG bit: Individual address (unicast)
Source: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
vees .40 ... ... ... .... = LG bit: Globally unique address (factory default)
eee 0@ L.o. ot wee. vo.. = 1IG bit: Individual address (unicast)
Type: IPv4 (0©x0800)
Internet Protocol Version 4, Src: 192.168.1.254 (192.168.1.254), Dst: 192.168.1.6 (192.168.1.6)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: ©x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (©)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (0)
Total Length: 133
Identification: oxee00 (0)
Flags: ox40, Don't fragment
0... .... = Reserved bit: Not set
Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: UDP (17)
Header Checksum: @xb613 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.254 (192.168.1.254)
Destination Address: 192.168.1.6 (192.168.1.6)
User Datagram Protocol, Src Port: domain (53), Dst Port: 57034 (57034)
Source Port: domain (53)
Destination Port: 57034 (57034)
Length: 113
Checksum: ©@x5ac3 [unverified]
[Checksum Status: Unverified]

=
1]
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[Stream index: @]
[Timestamps]
[Time since first frame: 0.020772019 seconds]
[Time since previous frame: 0.020772019 seconds]
UDP payload (105 bytes)
Domain Name System (response)
Transaction ID: @xa82d
Flags: 0x8180 Standard query response, No error
1... .... «vv. ... = Response: Message is a response
.000 0... .... .... = Opcode: Standard query (0)
vee. 0. ... ... = Authoritative: Server is not an authority for domain
..0. .... .... = Truncated: Message is not truncated
..1 .... .... = Recursion desired: Do query recursively
. 1... .... = Recursion available: Server can do recursive queries
.0.. .... = Z: reserved (0)
..0. .... = Answer authenticated: Answer/authority portion was not authenticated by the server
..0 .... = Non-authenticated data: Unacceptable
e . 0000 = Reply code: No error (9)
Questions: 1
Answer RRs: ©
Authority RRs: 1
Additional RRs: ©
Queries
goosebears.co.uk: type AAAA, class IN
Name: goosebears.co.uk
[Name Length: 16]
[Label Count: 3]
Type: AAAA (IPv6 Address) (28)
Class: IN (0x0001)
Authoritative nameservers
goosebears.co.uk: type SOA, class IN, mname ns49.domaincontrol.com
Name: goosebears.co.uk
Type: SOA (Start Of a zone of Authority) (6)
Class: IN (0x0001)
Time to live: 318 (5 minutes, 18 seconds)
Data length: 59
Primary name server: ns49.domaincontrol.com
Responsible authority's mailbox: dns.jomax.net
Serial Number: 2020122200
Refresh Interval: 28800 (8 hours)
Retry Interval: 7200 (2 hours)
Expire limit: 604800 (7 days)
Minimum TTL: 600 (10 minutes)
[Request In: 25]
[Time: ©.020772019 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info
27 16:06:49.678769059 3.589536565 0.000543963 192.168.1.6 ip-160-153-128-26.1ip.secureserver.net TCP 74 36076 . http(80) [SYN] Seq=0 Win=64240 Len=0
MSS=1460 SACK_PERM=1 TSval=153908437 TSecr=0 WS=128
Frame 27: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx000f00d56252, id ©
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:06:49.678769059 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931609.678769059 seconds
[Time delta from previous captured frame: 0.000543963 seconds]
[Time delta from previous displayed frame: ©.000000000 seconds ]
[Time since reference or first frame: 3.589536565 seconds]
Frame Number: 27
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: HTTP]
[Coloring Rule String: http || tcp.port == 80 || http2]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
... ... c... ov.. o... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: ©x233d (9021)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x351d [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36076 (36076), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36076 (36076)
Destination Port: http (80)
[Stream index: 2]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 3125584313

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: 0x0369 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 153908437, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 153908437
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[Timestamps]
[Time since first frame in this TCP stream: ©.000000000 seconds]
[Time since previous frame in this TCP stream: ©.000000000 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info
28 16:06:49.684924833 3.595692339 0.006155774 192.168.1.6 ip-160-153-128-26.1ip.secureserver.net TCP 74 36078 . http(80) [SYN] Seq=0 Win=64240 Len=0
MSS=1460 SACK_PERM=1 TSval=153908443 TSecr=0 WS=128
Frame 28: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx000f00d56252, id ©
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:06:49.684924833 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931609.684924833 seconds
[Time delta from previous captured frame: 0.006155774 seconds]
[Time delta from previous displayed frame: ©.006155774 seconds]
[Time since reference or first frame: 3.595692339 seconds]
Frame Number: 28
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: HTTP]
[Coloring Rule String: http || tcp.port == 80 || http2]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
... ... c... ov.. o... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: ©x12bd (4797)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x459d [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36078 (36078), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36078 (36078)
Destination Port: http (80)
[Stream index: 3]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 327540222

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: ©@x6de3 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 153908443, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 153908443
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[Timestamps]
[Time since first frame in this TCP stream: ©.000000000 seconds]
[Time since previous frame in this TCP stream: ©.000000000 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info
29 16:06:49.935702915 3.846470421 0.250778082 192.168.1.6 ip-160-153-128-26.1ip.secureserver.net TCP 74 36080 . http(80) [SYN] Seq=0 Win=64240 Len=0
MSS=1460 SACK_PERM=1 TSval=153908694 TSecr=0 WS=128
Frame 29: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx000f00d56252, id ©
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:06:49.935702915 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931609.935702915 seconds
[Time delta from previous captured frame: 0.250778082 seconds]
[Time delta from previous displayed frame: ©.250778082 seconds]
[Time since reference or first frame: 3.846470421 seconds]
Frame Number: 29
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: HTTP]
[Coloring Rule String: http || tcp.port == 80 || http2]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
... ... c... ov.. o... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: @x26db (9947)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x317f [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36080 (36080), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36080 (36080)
Destination Port: http (80)
[Stream index: 4]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 3151712914

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: @x4ffc [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 153908694, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 153908694
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[Timestamps]
[Time since first frame in this TCP stream: ©.000000000 seconds]
[Time since previous frame in this TCP stream: ©.000000000 seconds]



C :\Users\Public\Wpdocs\Wireshark traces\timeout3.pcapng 3779 total packets, 48 shown

No. Time Rel Time Delta T Source Destination Protocol Length Info
32 16:06:50.710487570 4.621255076 0.263136806 192.168.1.6 ip-160-153-128-26.1ip.secureserver.net TCP 74 [TCP Retransmission] 36078 . http(80) [SYN]
Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=153909468 TSecr=0 WS=128
Frame 32: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx000f00d56252, id ©
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:06:50.710487570 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931610.710487570 seconds
[Time delta from previous captured frame: 0.263136806 seconds]
[Time delta from previous displayed frame: ©.774784655 seconds]
[Time since reference or first frame: 4.621255076 seconds]
Frame Number: 32
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: Bad TCP]
[Coloring Rule String: tcp.analysis.flags && !tcp.analysis.window_update && !tcp.analysis.keep_alive & !tcp.analysis.keep_alive_ack]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
ee 4@ Lii. ev. ev. .... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: ©x12be (4798)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x459c [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36078 (36078), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36078 (36078)
Destination Port: http (80)
[Stream index: 3]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 327540222

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: @x69e2 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 153909468, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 153909468
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[SEQ/ACK analysis]
[TCP Analysis Flags]
[Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[This frame is a (suspected) retransmission]
[Severity level: Note]
[Group: Sequence]
[The RTO for this segment was: 1.025562737 seconds]
[RTO based on delta from frame: 28]
[Timestamps]
[Time since first frame in this TCP stream: 1.025562737 seconds]
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[Time since previous frame in this TCP stream: 1.025562737 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info
33 16:06:50.710562790 4.621330296 0.000075220 192.168.1.6 ip-160-153-128-26.1ip.secureserver.net TCP 74 [TCP Retransmission] 36076 . http(80) [SYN]
Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=153909469 TSecr=0 WS=128
Frame 33: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx000f00d56252, id ©
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:06:50.710562790 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931610.710562790 seconds
[Time delta from previous captured frame: 0.000075220 seconds]
[Time delta from previous displayed frame: ©.000075220 seconds]
[Time since reference or first frame: 4.621330296 seconds]
Frame Number: 33
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: Bad TCP]
[Coloring Rule String: tcp.analysis.flags && !tcp.analysis.window_update && !tcp.analysis.keep_alive & !tcp.analysis.keep_alive_ack]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
ee 4@ Lii. ev. ev. .... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: ©x233e (9022)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x351c [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36076 (36076), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36076 (36076)
Destination Port: http (80)
[Stream index: 2]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 3125584313

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: 0xff60 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 153909469, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 153909469
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[SEQ/ACK analysis]
[TCP Analysis Flags]
[Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[This frame is a (suspected) retransmission]
[Severity level: Note]
[Group: Sequence]
[The RTO for this segment was: 1.031793731 seconds]
[RTO based on delta from frame: 27]
[Timestamps]
[Time since first frame in this TCP stream: 1.031793731 seconds]
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[Time since previous frame in this TCP stream: 1.031793731 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info
34 16:06:50.966474600 4.877242106 0.255911810 192.168.1.6 ip-160-153-128-26.1ip.secureserver.net TCP 74 [TCP Retransmission] 36080 . http(80) [SYN]
Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=153909724 TSecr=0 WS=128
Frame 34: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx000f00d56252, id ©
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:06:50.966474600 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931610.966474600 seconds
[Time delta from previous captured frame: ©0.255911810 seconds]
[Time delta from previous displayed frame: ©.255911810 seconds]
[Time since reference or first frame: 4.877242106 seconds]
Frame Number: 34
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: Bad TCP]
[Coloring Rule String: tcp.analysis.flags && !tcp.analysis.window_update && !tcp.analysis.keep_alive & !tcp.analysis.keep_alive_ack]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
ee 4@ Lii. ev. ev. .... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: @x26dc (9948)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x317e [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36080 (36080), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36080 (36080)
Destination Port: http (80)
[Stream index: 4]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 3151712914

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: 0x4bf6 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 153909724, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 153909724
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[SEQ/ACK analysis]
[TCP Analysis Flags]
[Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[This frame is a (suspected) retransmission]
[Severity level: Note]
[Group: Sequence]
[The RTO for this segment was: 1.030771685 seconds]
[RTO based on delta from frame: 29]
[Timestamps]
[Time since first frame in this TCP stream: 1.030771685 seconds]
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[Time since previous frame in this TCP stream: 1.030771685 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info
35 16:06:52.726469275 6.637236781 1.759994675 192.168.1.6 ip-160-153-128-26.1ip.secureserver.net TCP 74 [TCP Retransmission] 36076 . http(80) [SYN]
Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=153911484 TSecr=0 WS=128
Frame 35: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx000f00d56252, id ©
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:06:52.726469275 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931612.726469275 seconds
[Time delta from previous captured frame: 1.759994675 seconds]
[Time delta from previous displayed frame: 1.759994675 seconds]
[Time since reference or first frame: 6.637236781 seconds]
Frame Number: 35
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: Bad TCP]
[Coloring Rule String: tcp.analysis.flags && !tcp.analysis.window_update && !tcp.analysis.keep_alive & !tcp.analysis.keep_alive_ack]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
ee 4@ Lii. ev. ev. .... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: @x233f (9023)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x351b [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36076 (36076), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36076 (36076)
Destination Port: http (80)
[Stream index: 2]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 3125584313

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: 0xf781 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 153911484, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 153911484
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[SEQ/ACK analysis]
[TCP Analysis Flags]
[Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[This frame is a (suspected) retransmission]
[Severity level: Note]
[Group: Sequence]
[The RTO for this segment was: 3.047700216 seconds]
[RTO based on delta from frame: 27]
[Timestamps]
[Time since first frame in this TCP stream: 3.047700216 seconds]
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[Time since previous frame in this TCP stream: 2.015906485 seconds]



C :\Users\Public\Wpdocs\Wireshark traces\timeout3.pcapng 3779 total packets, 48 shown

No. Time Rel Time Delta T Source Destination Protocol Length Info
36 16:06:52.726519069 6.637286575 0.000049794 192.168.1.6 ip-160-153-128-26.1ip.secureserver.net TCP 74 [TCP Retransmission] 36078 . http(80) [SYN]
Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=153911484 TSecr=0 WS=128
Frame 36: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx000f00d56252, id ©
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:06:52.726519069 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931612.726519069 seconds
[Time delta from previous captured frame: 0.000049794 seconds]
[Time delta from previous displayed frame: ©.000049794 seconds]
[Time since reference or first frame: 6.637286575 seconds]
Frame Number: 36
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: Bad TCP]
[Coloring Rule String: tcp.analysis.flags && !tcp.analysis.window_update && !tcp.analysis.keep_alive & !tcp.analysis.keep_alive_ack]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
ee 4@ Lii. ev. ev. .... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: @x12bf (4799)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x459b [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36078 (36078), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36078 (36078)
Destination Port: http (80)
[Stream index: 3]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 327540222

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: 0x6202 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 153911484, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 153911484
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[SEQ/ACK analysis]
[TCP Analysis Flags]
[Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[This frame is a (suspected) retransmission]
[Severity level: Note]
[Group: Sequence]
[The RTO for this segment was: 3.041594236 seconds]
[RTO based on delta from frame: 28]
[Timestamps]
[Time since first frame in this TCP stream: 3.041594236 seconds]
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[Time since previous frame in this TCP stream: 2.016031499 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info
37 16:06:52.986474427 6.897241933 0.259955358 192.168.1.6 ip-160-153-128-26.1ip.secureserver.net TCP 74 [TCP Retransmission] 36080 . http(80) [SYN]
Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=153911744 TSecr=0 WS=128
Frame 37: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx000f00d56252, id ©
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:06:52.986474427 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931612.986474427 seconds
[Time delta from previous captured frame: ©0.259955358 seconds]
[Time delta from previous displayed frame: ©.259955358 seconds]
[Time since reference or first frame: 6.897241933 seconds]
Frame Number: 37
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: Bad TCP]
[Coloring Rule String: tcp.analysis.flags && !tcp.analysis.window_update && !tcp.analysis.keep_alive & !tcp.analysis.keep_alive_ack]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
ee 4@ Lii. ev. ev. .... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: @x26dd (9949)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x317d [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36080 (36080), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36080 (36080)
Destination Port: http (80)
[Stream index: 4]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 3151712914

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: 0x4412 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 153911744, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 153911744
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[SEQ/ACK analysis]
[TCP Analysis Flags]
[Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[This frame is a (suspected) retransmission]
[Severity level: Note]
[Group: Sequence]
[The RTO for this segment was: 3.050771512 seconds]
[RTO based on delta from frame: 29]
[Timestamps]
[Time since first frame in this TCP stream: 3.050771512 seconds]
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[Time since previous frame in this TCP stream: 2.019999827 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info
38 16:06:56.918474792 10.829242298 3.932000365 192.168.1.6 ip-160-153-128-26.1ip.secureserver.net TCP 74 [TCP Retransmission] 36078 . http(80) [SYN]
Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=153915676 TSecr=0 WS=128
Frame 38: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx000f00d56252, id ©
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:06:56.918474792 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931616.918474792 seconds
[Time delta from previous captured frame: 3.932000365 seconds]
[Time delta from previous displayed frame: 3.932000365 seconds]
[Time since reference or first frame: 10.829242298 seconds]
Frame Number: 38
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: Bad TCP]
[Coloring Rule String: tcp.analysis.flags && !tcp.analysis.window_update && !tcp.analysis.keep_alive & !tcp.analysis.keep_alive_ack]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
ee 4@ Lii. ev. ev. .... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: ©x12co (4800)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x459a [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36078 (36078), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36078 (36078)
Destination Port: http (80)
[Stream index: 3]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 327540222

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: ©x51a2 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 153915676, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 153915676
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[SEQ/ACK analysis]
[TCP Analysis Flags]
[Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[This frame is a (suspected) retransmission]
[Severity level: Note]
[Group: Sequence]
[The RTO for this segment was: 7.233549959 seconds]
[RTO based on delta from frame: 28]
[Timestamps]
[Time since first frame in this TCP stream: 7.233549959 seconds]
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[Time since previous frame in this TCP stream: 4.191955723 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info
39 16:06:56.918520150 10.829287656 0.000045358 192.168.1.6 ip-160-153-128-26.1ip.secureserver.net TCP 74 [TCP Retransmission] 36076 . http(80) [SYN]
Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=153915676 TSecr=0 WS=128
Frame 39: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx000f00d56252, id ©
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:06:56.918520150 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931616.918520150 seconds
[Time delta from previous captured frame: 0.000045358 seconds]
[Time delta from previous displayed frame: ©.000045358 seconds]
[Time since reference or first frame: 10.829287656 seconds]
Frame Number: 39
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: Bad TCP]
[Coloring Rule String: tcp.analysis.flags && !tcp.analysis.window_update && !tcp.analysis.keep_alive & !tcp.analysis.keep_alive_ack]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
ee 4@ Lii. ev. ev. .... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: ©x2340 (9024)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x351a [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36076 (36076), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36076 (36076)
Destination Port: http (80)
[Stream index: 2]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)



C :\Users\Public\Wpdocs\Wireshark traces\timeout3.pcapng 3779 total packets, 48 shown

Sequence Number (raw): 3125584313

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: @xe721 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 153915676, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 153915676
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[SEQ/ACK analysis]
[TCP Analysis Flags]
[Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[This frame is a (suspected) retransmission]
[Severity level: Note]
[Group: Sequence]
[The RTO for this segment was: 7.239751091 seconds]
[RTO based on delta from frame: 27]
[Timestamps]
[Time since first frame in this TCP stream: 7.239751091 seconds]
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[Time since previous frame in this TCP stream: 4.192050875 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info
40 16:06:57.174447387 11.085214893  0.255927237 192.168.1.6 ip-160-153-128-26.1ip.secureserver.net TCP 74 [TCP Retransmission] 36080 . http(80) [SYN]
Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=153915932 TSecr=0 WS=128
Frame 40: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx000f00d56252, id ©
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:06:57.174447387 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931617.174447387 seconds
[Time delta from previous captured frame: ©0.255927237 seconds]
[Time delta from previous displayed frame: ©.255927237 seconds]
[Time since reference or first frame: 11.085214893 seconds]
Frame Number: 40
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: Bad TCP]
[Coloring Rule String: tcp.analysis.flags && !tcp.analysis.window_update && !tcp.analysis.keep_alive & !tcp.analysis.keep_alive_ack]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
ee 4@ Lii. ev. ev. .... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: @x26de (9950)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x317c [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36080 (36080), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36080 (36080)
Destination Port: http (80)
[Stream index: 4]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 3151712914

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: 0x33b6 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 153915932, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 153915932
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[SEQ/ACK analysis]
[TCP Analysis Flags]
[Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[This frame is a (suspected) retransmission]
[Severity level: Note]
[Group: Sequence]
[The RTO for this segment was: 7.238744472 seconds]
[RTO based on delta from frame: 29]
[Timestamps]
[Time since first frame in this TCP stream: 7.238744472 seconds]
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[Time since previous frame in this TCP stream: 4.187972960 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info
46 16:07:05.114468713 19.025236219 3.602413655 192.168.1.6 ip-160-153-128-26.1ip.secureserver.net TCP 74 [TCP Retransmission] 36076 . http(80) [SYN]
Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=153923872 TSecr=0 WS=128
Frame 46: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx000f00d56252, id ©
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:07:05.114468713 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931625.114468713 seconds
[Time delta from previous captured frame: 3.602413655 seconds]
[Time delta from previous displayed frame: 7.940021326 seconds]
[Time since reference or first frame: 19.025236219 seconds]
Frame Number: 46
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: Bad TCP]
[Coloring Rule String: tcp.analysis.flags && !tcp.analysis.window_update && !tcp.analysis.keep_alive & !tcp.analysis.keep_alive_ack]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
ee 4@ Lii. ev. ev. .... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: ©x2341 (9025)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x3519 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36076 (36076), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36076 (36076)
Destination Port: http (80)
[Stream index: 2]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 3125584313

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: @xc71d [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 153923872, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 153923872
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[SEQ/ACK analysis]
[TCP Analysis Flags]
[Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[This frame is a (suspected) retransmission]
[Severity level: Note]
[Group: Sequence]
[The RTO for this segment was: 15.435699654 seconds]
[RTO based on delta from frame: 27]
[Timestamps]
[Time since first frame in this TCP stream: 15.435699654 seconds]
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[Time since previous frame in this TCP stream: 8.195948563 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info
47 16:07:05.114514265 19.025281771 0.000045552 192.168.1.6 ip-160-153-128-26.1ip.secureserver.net TCP 74 [TCP Retransmission] 36078 . http(80) [SYN]
Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=153923872 TSecr=0 WS=128
Frame 47: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx000f00d56252, id ©
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:07:05.114514265 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931625.114514265 seconds
[Time delta from previous captured frame: ©.000045552 seconds]
[Time delta from previous displayed frame: ©.000045552 seconds]
[Time since reference or first frame: 19.025281771 seconds]
Frame Number: 47
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: Bad TCP]
[Coloring Rule String: tcp.analysis.flags && !tcp.analysis.window_update && !tcp.analysis.keep_alive & !tcp.analysis.keep_alive_ack]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
ee 4@ Lii. ev. ev. .... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: ©x12cl (4801)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x4599 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36078 (36078), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36078 (36078)
Destination Port: http (80)
[Stream index: 3]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 327540222

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: 0x319e [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 153923872, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 153923872
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[SEQ/ACK analysis]
[TCP Analysis Flags]
[Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[This frame is a (suspected) retransmission]
[Severity level: Note]
[Group: Sequence]
[The RTO for this segment was: 15.429589432 seconds]
[RTO based on delta from frame: 28]
[Timestamps]
[Time since first frame in this TCP stream: 15.429589432 seconds]
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[Time since previous frame in this TCP stream: 8.196039473 seconds]



C :\Users\Public\Wpdocs\Wireshark traces\timeout3.pcapng 3779 total packets, 48 shown

No. Time Rel Time Delta T Source Destination Protocol Length Info
48 16:07:05.366478100 19.277245606 0.251963835 192.168.1.6 ip-160-153-128-26.1ip.secureserver.net TCP 74 [TCP Retransmission] 36080 . http(80) [SYN]
Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=153924124 TSecr=0 WS=128
Frame 48: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx000f00d56252, id ©
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:07:05.366478100 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931625.366478100 seconds
[Time delta from previous captured frame: ©0.251963835 seconds]
[Time delta from previous displayed frame: ©.251963835 seconds]
[Time since reference or first frame: 19.277245606 seconds]
Frame Number: 48
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: Bad TCP]
[Coloring Rule String: tcp.analysis.flags && !tcp.analysis.window_update && !tcp.analysis.keep_alive & !tcp.analysis.keep_alive_ack]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
ee 4@ Lii. ev. ev. .... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: @x2e6df (9951)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x317b [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36080 (36080), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36080 (36080)
Destination Port: http (80)
[Stream index: 4]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 3151712914

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: 0x13b6 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 153924124, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 153924124
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[SEQ/ACK analysis]
[TCP Analysis Flags]
[Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[This frame is a (suspected) retransmission]
[Severity level: Note]
[Group: Sequence]
[The RTO for this segment was: 15.430775185 seconds]
[RTO based on delta from frame: 29]
[Timestamps]
[Time since first frame in this TCP stream: 15.430775185 seconds]
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[Time since previous frame in this TCP stream: 8.192030713 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info
170 16:07:21.242466198 35.153233704  0.147653168 192.168.1.6 ip-160-153-128-26.1ip.secureserver.net TCP 74 [TCP Retransmission] 36078 . http(80) [SYN]
Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=153940000 TSecr=0 WS=128
Frame 170: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx000f00d56252, id @
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:07:21.242466198 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931641.242466198 seconds
[Time delta from previous captured frame: 0.147653168 seconds]
[Time delta from previous displayed frame: 15.875988098 seconds]
[Time since reference or first frame: 35.153233704 seconds]
Frame Number: 170
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: Bad TCP]
[Coloring Rule String: tcp.analysis.flags && !tcp.analysis.window_update && !tcp.analysis.keep_alive & !tcp.analysis.keep_alive_ack]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
ee 4@ Lii. ev. ev. .... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: ©x12c2 (4802)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x4598 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36078 (36078), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36078 (36078)
Destination Port: http (80)
[Stream index: 3]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 327540222

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: 0xf29d [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 153940000, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 153940000
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[SEQ/ACK analysis]
[TCP Analysis Flags]
[Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[This frame is a (suspected) retransmission]
[Severity level: Note]
[Group: Sequence]
[The RTO for this segment was: 31.557541365 seconds]
[RTO based on delta from frame: 28]
[Timestamps]
[Time since first frame in this TCP stream: 31.557541365 seconds]
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[Time since previous frame in this TCP stream: 16.127951933 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info
171 16:07:21.242507577 35.153275083 0.000041379 192.168.1.6 ip-160-153-128-26.1ip.secureserver.net TCP 74 [TCP Retransmission] 36076 . http(80) [SYN]
Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=153940000 TSecr=0 WS=128
Frame 171: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx000f00d56252, id @
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:07:21.242507577 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931641.242507577 seconds
[Time delta from previous captured frame: 0.000041379 seconds]
[Time delta from previous displayed frame: ©.000041379 seconds]
[Time since reference or first frame: 35.153275083 seconds]
Frame Number: 171
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: Bad TCP]
[Coloring Rule String: tcp.analysis.flags && !tcp.analysis.window_update && !tcp.analysis.keep_alive & !tcp.analysis.keep_alive_ack]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
ee 4@ Lii. ev. ev. .... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: ©x2342 (9026)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x3518 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36076 (36076), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36076 (36076)
Destination Port: http (80)
[Stream index: 2]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 3125584313

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: 0x881d [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 153940000, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 153940000
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[SEQ/ACK analysis]
[TCP Analysis Flags]
[Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[This frame is a (suspected) retransmission]
[Severity level: Note]
[Group: Sequence]
[The RTO for this segment was: 31.563738518 seconds]
[RTO based on delta from frame: 27]
[Timestamps]
[Time since first frame in this TCP stream: 31.563738518 seconds]
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[Time since previous frame in this TCP stream: 16.128038864 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info
173 16:07:21.494480502 35.405248008 0.220105036 192.168.1.6 ip-160-153-128-26.1ip.secureserver.net TCP 74 [TCP Retransmission] 36080 . http(80) [SYN]
Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=153940252 TSecr=0 WS=128
Frame 173: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx000f00d56252, id @
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:07:21.494480502 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931641.494480502 seconds
[Time delta from previous captured frame: 0.220105036 seconds]
[Time delta from previous displayed frame: ©.251972925 seconds]
[Time since reference or first frame: 35.405248008 seconds]
Frame Number: 173
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: Bad TCP]
[Coloring Rule String: tcp.analysis.flags && !tcp.analysis.window_update && !tcp.analysis.keep_alive & !tcp.analysis.keep_alive_ack]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
ee 4@ Lii. ev. ev. .... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: ©x26e0 (9952)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x317a [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36080 (36080), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36080 (36080)
Destination Port: http (80)
[Stream index: 4]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 3151712914

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: @xd4b5 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 153940252, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 153940252
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[SEQ/ACK analysis]
[TCP Analysis Flags]
[Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[This frame is a (suspected) retransmission]
[Severity level: Note]
[Group: Sequence]
[The RTO for this segment was: 31.558777587 seconds]
[RTO based on delta from frame: 29]
[Timestamps]
[Time since first frame in this TCP stream: 31.558777587 seconds]
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[Time since previous frame in this TCP stream: 16.128002402 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info
231 16:07:54.006488990 67.917256496 1.905445019 192.168.1.6 ip-160-153-128-26.1ip.secureserver.net TCP 74 [TCP Retransmission] 36080 . http(80) [SYN]
Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=153972764 TSecr=0 WS=128
Frame 231: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx000f00d56252, id @
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:07:54.006488990 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931674.006488990 seconds
[Time delta from previous captured frame: 1.905445019 seconds]
[Time delta from previous displayed frame: 32.512008488 seconds]
[Time since reference or first frame: 67.917256496 seconds]
Frame Number: 231
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: Bad TCP]
[Coloring Rule String: tcp.analysis.flags && !tcp.analysis.window_update && !tcp.analysis.keep_alive & !tcp.analysis.keep_alive_ack]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
ee 4@ Lii. ev. ev. .... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: ©x26el (9953)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x3179 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36080 (36080), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36080 (36080)
Destination Port: http (80)
[Stream index: 4]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 3151712914

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: @x55b5 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 153972764, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 153972764
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[SEQ/ACK analysis]
[TCP Analysis Flags]
[Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[This frame is a (suspected) retransmission]
[Severity level: Note]
[Group: Sequence]
[The RTO for this segment was: 64.070786075 seconds]
[RTO based on delta from frame: 29]
[Timestamps]
[Time since first frame in this TCP stream: 64.070786075 seconds]
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[Time since previous frame in this TCP stream: 32.512008488 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info
232 16:07:54.006571682 67.917339188 0.000082692 192.168.1.6 ip-160-153-128-26.1ip.secureserver.net TCP 74 [TCP Retransmission] 36076 . http(80) [SYN]
Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=153972765 TSecr=0 WS=128
Frame 232: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx@00f00d56252, id @
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:07:54.006571682 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931674.006571682 seconds
[Time delta from previous captured frame: 0.000082692 seconds]
[Time delta from previous displayed frame: ©.000082692 seconds]
[Time since reference or first frame: 67.917339188 seconds]
Frame Number: 232
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: Bad TCP]
[Coloring Rule String: tcp.analysis.flags && !tcp.analysis.window_update && !tcp.analysis.keep_alive & !tcp.analysis.keep_alive_ack]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
ee 4@ Lii. ev. ev. .... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: ©x2343 (9027)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x3517 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36076 (36076), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36076 (36076)
Destination Port: http (80)
[Stream index: 2]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 3125584313

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: 0x0820 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 153972765, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 153972765
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[SEQ/ACK analysis]
[TCP Analysis Flags]
[Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[This frame is a (suspected) retransmission]
[Severity level: Note]
[Group: Sequence]
[The RTO for this segment was: 64.327802623 seconds]
[RTO based on delta from frame: 27]
[Timestamps]
[Time since first frame in this TCP stream: 64.327802623 seconds]
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[Time since previous frame in this TCP stream: 32.764064105 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info
233 16:07:54.006586776 67.917354282 0.000015094 192.168.1.6 ip-160-153-128-26.1ip.secureserver.net TCP 74 [TCP Retransmission] 36078 . http(80) [SYN]
Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=153972765 TSecr=0 WS=128
Frame 233: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx000f00d56252, id @
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:07:54.006586776 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931674.006586776 seconds
[Time delta from previous captured frame: ©0.000015094 seconds]
[Time delta from previous displayed frame: ©.000015094 seconds]
[Time since reference or first frame: 67.917354282 seconds]
Frame Number: 233
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: Bad TCP]
[Coloring Rule String: tcp.analysis.flags && !tcp.analysis.window_update && !tcp.analysis.keep_alive & !tcp.analysis.keep_alive_ack]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
ee 4@ Lii. ev. ev. .... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: ©x12c3 (4803)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x4597 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36078 (36078), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36078 (36078)
Destination Port: http (80)
[Stream index: 3]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 327540222

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: 0x72a0 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 153972765, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 153972765
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[SEQ/ACK analysis]
[TCP Analysis Flags]
[Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[This frame is a (suspected) retransmission]
[Severity level: Note]
[Group: Sequence]
[The RTO for this segment was: 64.321661943 seconds]
[RTO based on delta from frame: 28]
[Timestamps]
[Time since first frame in this TCP stream: 64.321661943 seconds]
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[Time since previous frame in this TCP stream: 32.764120578 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info

281 16:08:19.698173171 93.608940677 3.385221138 192.168.1.6 ip-160-153-128-26.1ip.secureserver.net TCP
MSS=1460 SACK_PERM=1 TSval=153998456 TSecr=0 WS=128
Frame 281: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx000f00d56252, id @
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:08:19.698173171 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931699.698173171 seconds
[Time delta from previous captured frame: 3.385221138 seconds]
[Time delta from previous displayed frame: 25.691586395 seconds]
[Time since reference or first frame: 93.608940677 seconds]
Frame Number: 281
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: HTTP]
[Coloring Rule String: http || tcp.port == 80 || http2]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
... ... c... ov.. o... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: @x15c2 (5570)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x4298 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36092 (36092), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36092 (36092)
Destination Port: http (80)
[Stream index: 16]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)

74

36092 . http(80) [SYN] Seq=0 Win=64240 Len=0



C :\Users\Public\Wpdocs\Wireshark traces\timeout3.pcapng 3779 total packets, 48 shown

Sequence Number (raw): 3270438857

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: 0x4d@2 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 153998456, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 153998456
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[Timestamps]
[Time since first frame in this TCP stream: ©.000000000 seconds]
[Time since previous frame in this TCP stream: ©.000000000 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info

287 16:08:19.948435755 93.859203261 0.171602478 192.168.1.6 ip-160-153-128-26.1ip.secureserver.net TCP
MSS=1460 SACK_PERM=1 TSval=153998706 TSecr=0 WS=128
Frame 287: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx000f00d56252, id @
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:08:19.948435755 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931699.948435755 seconds
[Time delta from previous captured frame: 0.171602478 seconds]
[Time delta from previous displayed frame: ©.250262584 seconds]
[Time since reference or first frame: 93.859203261 seconds]
Frame Number: 287
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: HTTP]
[Coloring Rule String: http || tcp.port == 80 || http2]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
... ... c... ov.. o... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: ©x431b (17179)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x153f [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36094 (36094), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36094 (36094)
Destination Port: http (80)
[Stream index: 17]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)

74

36094 . http(80) [SYN] Seq=0 Win=64240 Len=0
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Sequence Number (raw): 3735319914

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: ©@xaaaf [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 153998706, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 153998706
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[Timestamps]
[Time since first frame in this TCP stream: ©.000000000 seconds]
[Time since previous frame in this TCP stream: ©.000000000 seconds]



C :\Users\Public\Wpdocs\Wireshark traces\timeout3.pcapng 3779 total packets, 48 shown

No. Time Rel Time Delta T Source Destination Protocol Length Info
288 16:08:20.726530759 94.637298265 0.778095004 192.168.1.6 ip-160-153-128-26.1ip.secureserver.net TCP 74 [TCP Retransmission] 36092 . http(80) [SYN]
Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=153999484 TSecr=0 WS=128
Frame 288: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx000f00d56252, id @
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:08:20.726530759 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931700.726530759 seconds
[Time delta from previous captured frame: 0.778095004 seconds]
[Time delta from previous displayed frame: ©.778095004 seconds]
[Time since reference or first frame: 94.637298265 seconds]
Frame Number: 288
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: Bad TCP]
[Coloring Rule String: tcp.analysis.flags && !tcp.analysis.window_update && !tcp.analysis.keep_alive & !tcp.analysis.keep_alive_ack]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
ee 4@ Lii. ev. ev. .... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: @x15c3 (5571)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x4297 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36092 (36092), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36092 (36092)
Destination Port: http (80)
[Stream index: 16]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 3270438857

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: 0x48fe [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 153999484, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 153999484
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[SEQ/ACK analysis]
[TCP Analysis Flags]
[Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[This frame is a (suspected) retransmission]
[Severity level: Note]
[Group: Sequence]
[The RTO for this segment was: 1.028357588 seconds]
[RTO based on delta from frame: 281]
[Timestamps]
[Time since first frame in this TCP stream: 1.028357588 seconds]
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[Time since previous frame in this TCP stream: 1.028357588 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info
289 16:08:20.950467646 94.861235152 0.223936887 192.168.1.6 ip-160-153-128-26.1ip.secureserver.net TCP 74 [TCP Retransmission] 36094 . http(80) [SYN]
Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=153999708 TSecr=0 WS=128
Frame 289: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx000f00d56252, id @
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:08:20.950467646 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931700.950467646 seconds
[Time delta from previous captured frame: ©0.223936887 seconds]
[Time delta from previous displayed frame: ©.223936887 seconds]
[Time since reference or first frame: 94.861235152 seconds]
Frame Number: 289
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: Bad TCP]
[Coloring Rule String: tcp.analysis.flags && !tcp.analysis.window_update && !tcp.analysis.keep_alive & !tcp.analysis.keep_alive_ack]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
ee 4@ Lii. ev. ev. .... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: ©x431c (17180)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x153e [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36094 (36094), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36094 (36094)
Destination Port: http (80)
[Stream index: 17]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 3735319914

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: ©@xa6c5 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 153999708, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 153999708
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[SEQ/ACK analysis]
[TCP Analysis Flags]
[Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[This frame is a (suspected) retransmission]
[Severity level: Note]
[Group: Sequence]
[The RTO for this segment was: 1.002031891 seconds]
[RTO based on delta from frame: 287]
[Timestamps]
[Time since first frame in this TCP stream: 1.002031891 seconds]
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[Time since previous frame in this TCP stream: 1.002031891 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info
293 16:08:22.742460592 96.653228098 0.024311281 192.168.1.6 ip-160-153-128-26.1ip.secureserver.net TCP 74 [TCP Retransmission] 36092 . http(80) [SYN]
Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=154001500 TSecr=0 WS=128
Frame 293: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx000f00d56252, id @
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:08:22.742460592 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931702.742460592 seconds
[Time delta from previous captured frame: 0.024311281 seconds]
[Time delta from previous displayed frame: 1.791992946 seconds]
[Time since reference or first frame: 96.653228098 seconds]
Frame Number: 293
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: Bad TCP]
[Coloring Rule String: tcp.analysis.flags && !tcp.analysis.window_update && !tcp.analysis.keep_alive & !tcp.analysis.keep_alive_ack]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
ee 4@ Lii. ev. ev. .... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: ©x15c4 (5572)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x4296 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36092 (36092), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36092 (36092)
Destination Port: http (80)
[Stream index: 16]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 3270438857

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: @x411le [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 154001500, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 154001500
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[SEQ/ACK analysis]
[TCP Analysis Flags]
[Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[This frame is a (suspected) retransmission]
[Severity level: Note]
[Group: Sequence]
[The RTO for this segment was: 3.044287421 seconds]
[RTO based on delta from frame: 281]
[Timestamps]
[Time since first frame in this TCP stream: 3.044287421 seconds]
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[Time since previous frame in this TCP stream: 2.015929833 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info
295 16:08:22.966449220 96.877216726 0.038932825 192.168.1.6 ip-160-153-128-26.1ip.secureserver.net TCP 74 [TCP Retransmission] 36094 . http(80) [SYN]
Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=154001724 TSecr=0 WS=128
Frame 295: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx000f00d56252, id @
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:08:22.966449220 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931702.966449220 seconds
[Time delta from previous captured frame: ©.038932825 seconds]
[Time delta from previous displayed frame: ©.223988628 seconds]
[Time since reference or first frame: 96.877216726 seconds]
Frame Number: 295
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: Bad TCP]
[Coloring Rule String: tcp.analysis.flags && !tcp.analysis.window_update && !tcp.analysis.keep_alive & !tcp.analysis.keep_alive_ack]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
ee 4@ Lii. ev. ev. .... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: ©x431d (17181)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x153d [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36094 (36094), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36094 (36094)
Destination Port: http (80)
[Stream index: 17]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 3735319914

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: ©@x9ee5 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 154001724, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 154001724
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[SEQ/ACK analysis]
[TCP Analysis Flags]
[Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[This frame is a (suspected) retransmission]
[Severity level: Note]
[Group: Sequence]
[The RTO for this segment was: 3.018013465 seconds]
[RTO based on delta from frame: 287]
[Timestamps]
[Time since first frame in this TCP stream: 3.018013465 seconds]
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[Time since previous frame in this TCP stream: 2.015981574 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info
349 16:08:26.774458072 100.685225578 0.007892179 192.168.1.6 ip-160-153-128-26.1ip.secureserver.net TCP 74 [TCP Retransmission] 36092 . http(80) [SYN]
Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=154005532 TSecr=0 WS=128
Frame 349: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx000f00d56252, id ©
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:08:26.774458072 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931706.774458072 seconds
[Time delta from previous captured frame: 0.007892179 seconds]
[Time delta from previous displayed frame: 3.808008852 seconds]
[Time since reference or first frame: 100.685225578 seconds]
Frame Number: 349
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: Bad TCP]
[Coloring Rule String: tcp.analysis.flags && !tcp.analysis.window_update && !tcp.analysis.keep_alive & !tcp.analysis.keep_alive_ack]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
ee 4@ Lii. ev. ev. .... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: @x15c5 (5573)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x4295 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36092 (36092), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36092 (36092)
Destination Port: http (80)
[Stream index: 16]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 3270438857

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: @x315e [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 154005532, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 154005532
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[SEQ/ACK analysis]
[TCP Analysis Flags]
[Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[This frame is a (suspected) retransmission]
[Severity level: Note]
[Group: Sequence]
[The RTO for this segment was: 7.076284901 seconds]
[RTO based on delta from frame: 281]
[Timestamps]
[Time since first frame in this TCP stream: 7.076284901 seconds]
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[Time since previous frame in this TCP stream: 4.031997480 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info
363 16:08:27.030483544 100.941251050 0.003696494 192.168.1.6 ip-160-153-128-26.1ip.secureserver.net TCP 74 [TCP Retransmission] 36094 . http(80) [SYN]
Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=154005788 TSecr=0 WS=128
Frame 363: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx000f00d56252, id @
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:08:27.030483544 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931707.030483544 seconds
[Time delta from previous captured frame: 0.003696494 seconds]
[Time delta from previous displayed frame: ©.256025472 seconds]
[Time since reference or first frame: 100.941251050 seconds]
Frame Number: 363
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: Bad TCP]
[Coloring Rule String: tcp.analysis.flags && !tcp.analysis.window_update && !tcp.analysis.keep_alive & !tcp.analysis.keep_alive_ack]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
ee 4@ Lii. ev. ev. .... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: ©x431e (17182)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x153c [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36094 (36094), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36094 (36094)
Destination Port: http (80)
[Stream index: 17]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 3735319914

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: 0x8f@5 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 154005788, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 154005788
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[SEQ/ACK analysis]
[TCP Analysis Flags]
[Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[This frame is a (suspected) retransmission]
[Severity level: Note]
[Group: Sequence]
[The RTO for this segment was: 7.082047789 seconds]
[RTO based on delta from frame: 287]
[Timestamps]
[Time since first frame in this TCP stream: 7.082047789 seconds]
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[Time since previous frame in this TCP stream: 4.064034324 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info
406 16:08:34.966458666 108.877226172 3.446712431 192.168.1.6 ip-160-153-128-26.1ip.secureserver.net TCP 74 [TCP Retransmission] 36092 . http(80) [SYN]
Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=154013724 TSecr=0 WS=128
Frame 406: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx000f00d56252, id @
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:08:34.966458666 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931714.966458666 seconds
[Time delta from previous captured frame: 3.446712431 seconds]
[Time delta from previous displayed frame: 7.935975122 seconds]
[Time since reference or first frame: 108.877226172 seconds]
Frame Number: 406
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: Bad TCP]
[Coloring Rule String: tcp.analysis.flags && !tcp.analysis.window_update && !tcp.analysis.keep_alive & !tcp.analysis.keep_alive_ack]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
ee 4@ Lii. ev. ev. .... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: ©x15c6 (5574)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x4294 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36092 (36092), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36092 (36092)
Destination Port: http (80)
[Stream index: 16]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 3270438857

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: ©0x115e [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 154013724, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 154013724
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[SEQ/ACK analysis]
[TCP Analysis Flags]
[Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[This frame is a (suspected) retransmission]
[Severity level: Note]
[Group: Sequence]
[The RTO for this segment was: 15.268285495 seconds]
[RTO based on delta from frame: 281]
[Timestamps]
[Time since first frame in this TCP stream: 15.268285495 seconds]
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[Time since previous frame in this TCP stream: 8.192000594 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info
407 16:08:35.222463789 109.133231295 0.256005123 192.168.1.6 ip-160-153-128-26.1ip.secureserver.net TCP 74 [TCP Retransmission] 36094 . http(80) [SYN]
Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=154013980 TSecr=0 WS=128
Frame 407: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx000f00d56252, id @
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:08:35.222463789 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931715.222463789 seconds
[Time delta from previous captured frame: 0.256005123 seconds]
[Time delta from previous displayed frame: ©.256005123 seconds]
[Time since reference or first frame: 109.133231295 seconds]
Frame Number: 407
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: Bad TCP]
[Coloring Rule String: tcp.analysis.flags && !tcp.analysis.window_update && !tcp.analysis.keep_alive & !tcp.analysis.keep_alive_ack]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
ee 4@ Lii. ev. ev. .... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: ox431f (17183)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x153b [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36094 (36094), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36094 (36094)
Destination Port: http (80)
[Stream index: 17]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 3735319914

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: 0x6f05 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 154013980, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 154013980
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[SEQ/ACK analysis]
[TCP Analysis Flags]
[Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[This frame is a (suspected) retransmission]
[Severity level: Note]
[Group: Sequence]
[The RTO for this segment was: 15.274028034 seconds]
[RTO based on delta from frame: 287]
[Timestamps]
[Time since first frame in this TCP stream: 15.274028034 seconds]
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[Time since previous frame in this TCP stream: 8.191980245 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info
446 16:08:51.094472845 125.005240351 2.663618650 192.168.1.6 ip-160-153-128-26.1ip.secureserver.net TCP 74 [TCP Retransmission] 36092 . http(80) [SYN]
Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=154029852 TSecr=0 WS=128
Frame 446: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx000f00d56252, id @
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:08:51.094472845 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931731.094472845 seconds
[Time delta from previous captured frame: 2.663618650 seconds]
[Time delta from previous displayed frame: 15.872009056 seconds]
[Time since reference or first frame: 125.005240351 seconds]
Frame Number: 446
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: Bad TCP]
[Coloring Rule String: tcp.analysis.flags && !tcp.analysis.window_update && !tcp.analysis.keep_alive & !tcp.analysis.keep_alive_ack]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
ee 4@ Lii. ev. ev. .... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: ©x15c7 (5575)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x4293 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36092 (36092), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36092 (36092)
Destination Port: http (80)
[Stream index: 16]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 3270438857

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: @xd25d [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 154029852, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 154029852
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[SEQ/ACK analysis]
[TCP Analysis Flags]
[Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[This frame is a (suspected) retransmission]
[Severity level: Note]
[Group: Sequence]
[The RTO for this segment was: 31.396299674 seconds]
[RTO based on delta from frame: 281]
[Timestamps]
[Time since first frame in this TCP stream: 31.396299674 seconds]
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[Time since previous frame in this TCP stream: 16.128014179 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info
448 16:08:51.350443789 125.261211295 -0.000000005 192.168.1.6 ip-160-153-128-26.1ip.secureserver.net TCP 74 [TCP Retransmission] 36094 . http(80) [SYN]
Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=154030108 TSecr=0 WS=128
Frame 448: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx000f00d56252, id @
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:08:51.350443789 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931731.350443789 seconds
[Time delta from previous captured frame: -0.000000005 seconds]
[Time delta from previous displayed frame: ©.255970944 seconds]
[Time since reference or first frame: 125.261211295 seconds]
Frame Number: 448
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: Bad TCP]
[Coloring Rule String: tcp.analysis.flags && !tcp.analysis.window_update && !tcp.analysis.keep_alive & !tcp.analysis.keep_alive_ack]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
ee 4@ Lii. ev. ev. .... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: ©x4320 (17184)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x153a [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36094 (36094), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36094 (36094)
Destination Port: http (80)
[Stream index: 17]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 3735319914

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: 0x3005 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 154030108, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 154030108
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[SEQ/ACK analysis]
[TCP Analysis Flags]
[Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[This frame is a (suspected) retransmission]
[Severity level: Note]
[Group: Sequence]
[The RTO for this segment was: 31.402008034 seconds]
[RTO based on delta from frame: 287]
[Timestamps]
[Time since first frame in this TCP stream: 31.402008034 seconds]
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[Time since previous frame in this TCP stream: 16.127980000 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info
2846 16:09:14.244027890 148.154795396 ©0.000999821 192.168.1.6 ip-160-153-128-26.1ip.secureserver.net TCP 74 36222 . http(80) [SYN] Seq=0 Win=64240 Len=0
MSS=1460 SACK_PERM=1 TSval=154053002 TSecr=0 WS=128
Frame 2846: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx000f00d56252, id ©
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:09:14.244027890 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931754.244027890 seconds
[Time delta from previous captured frame: 0.000999821 seconds]
[Time delta from previous displayed frame: 22.893584101 seconds]
[Time since reference or first frame: 148.154795396 seconds]
Frame Number: 2846
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: HTTP]
[Coloring Rule String: http || tcp.port == 80 || http2]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
ee 4@ Lii. ev. ev. .... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: ©x3b9d (15261)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x1lcbd [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36222 (36222), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36222 (36222)
Destination Port: http (80)
[Stream index: 82]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 917024633

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: 0x4404 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 154053002, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 154053002
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[Timestamps]
[Time since first frame in this TCP stream: ©.000000000 seconds]
[Time since previous frame in this TCP stream: ©.000000000 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info
2847 16:09:14.244089304 148.154856810 0.000061414 192.168.1.6 ip-160-153-128-26.1ip.secureserver.net TCP 74 36224 . http(80) [SYN] Seq=0 Win=64240 Len=0
MSS=1460 SACK_PERM=1 TSval=154053002 TSecr=0 WS=128
Frame 2847: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx@00f00d56252, id ©
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:09:14.244089304 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931754.244089304 seconds
[Time delta from previous captured frame: 0.000061414 seconds]
[Time delta from previous displayed frame: ©.000061414 seconds]
[Time since reference or first frame: 148.154856810 seconds]
Frame Number: 2847
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: HTTP]
[Coloring Rule String: http || tcp.port == 80 || http2]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
ee 4@ Lii. ev. ev. .... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: ©xc3le (49950)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x953b [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36224 (36224), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36224 (36224)
Destination Port: http (80)
[Stream index: 83]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 2920811782

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: 0x6f05 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 154053002, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 154053002
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[Timestamps]
[Time since first frame in this TCP stream: ©.000000000 seconds]
[Time since previous frame in this TCP stream: ©.000000000 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info
2893 16:09:14.496063161 148.406830667 0.000571175 192.168.1.6 ip-160-153-128-26.1ip.secureserver.net TCP 74 36228 . http(80) [SYN] Seq=0 Win=64240 Len=0
MSS=1460 SACK_PERM=1 TSval=154053254 TSecr=0 WS=128
Frame 2893: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx@00f00d56252, id ©
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:09:14.496063161 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931754.496063161 seconds
[Time delta from previous captured frame: 0.000571175 seconds]
[Time delta from previous displayed frame: ©.251973857 seconds]
[Time since reference or first frame: 148.406830667 seconds]
Frame Number: 2893
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: HTTP]
[Coloring Rule String: http || tcp.port == 80 || http2]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
ee 4@ Lii. ev. ev. .... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: ©xc440 (50240)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x9419 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36228 (36228), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36228 (36228)
Destination Port: http (80)
[Stream index: 85]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 3377165803

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: @xe9ec [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 154053254, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 154053254
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[Timestamps]
[Time since first frame in this TCP stream: ©.000000000 seconds]
[Time since previous frame in this TCP stream: ©.000000000 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info
3072 16:09:15.254469564 149.165237070 0.154279116 192.168.1.6 ip-160-153-128-26.ip.secureserver.net TCP 74 [TCP Retransmission] 36224 . http(80) [SYN]
Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=154054012 TSecr=0 WS=128
Frame 3072: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx@00f00d56252, id ©
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:09:15.254469564 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931755.254469564 seconds
[Time delta from previous captured frame: ©0.154279116 seconds]
[Time delta from previous displayed frame: ©.758406403 seconds]
[Time since reference or first frame: 149.165237070 seconds]
Frame Number: 3072
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: Bad TCP]
[Coloring Rule String: tcp.analysis.flags && !tcp.analysis.window_update && !tcp.analysis.keep_alive & !tcp.analysis.keep_alive_ack]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
ee 4@ Lii. ev. ev. .... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: @xc31f (49951)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x953a [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36224 (36224), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36224 (36224)
Destination Port: http (80)
[Stream index: 83]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 2920811782

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: @x6b13 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 154054012, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 154054012
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[SEQ/ACK analysis]
[TCP Analysis Flags]
[Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[This frame is a (suspected) retransmission]
[Severity level: Note]
[Group: Sequence]
[The RTO for this segment was: 1.010380260 seconds]
[RTO based on delta from frame: 2847]
[Timestamps]
[Time since first frame in this TCP stream: 1.010380260 seconds]
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[Time since previous frame in this TCP stream: 1.010380260 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info
3073 16:09:15.254520812 149.165288318 0.000051248 192.168.1.6 ip-160-153-128-26.ip.secureserver.net TCP 74 [TCP Retransmission] 36222 . http(80) [SYN]
Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=154054012 TSecr=0 WS=128
Frame 3073: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx000f00d56252, id ©
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:09:15.254520812 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931755.254520812 seconds
[Time delta from previous captured frame: 0.000051248 seconds]
[Time delta from previous displayed frame: ©.000051248 seconds]
[Time since reference or first frame: 149.165288318 seconds]
Frame Number: 3073
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: Bad TCP]
[Coloring Rule String: tcp.analysis.flags && !tcp.analysis.window_update && !tcp.analysis.keep_alive & !tcp.analysis.keep_alive_ack]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
ee 4@ Lii. ev. ev. .... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: ©x3b9e (15262)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©xlcbc [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36222 (36222), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36222 (36222)
Destination Port: http (80)
[Stream index: 82]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 917024633

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: 0x4012 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 154054012, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 154054012
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[SEQ/ACK analysis]
[TCP Analysis Flags]
[Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[This frame is a (suspected) retransmission]
[Severity level: Note]
[Group: Sequence]
[The RTO for this segment was: 1.010492922 seconds]
[RTO based on delta from frame: 2846]
[Timestamps]
[Time since first frame in this TCP stream: 1.010492922 seconds]
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[Time since previous frame in this TCP stream: 1.010492922 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info
3074 16:09:15.510451208 149.421218714 ©.255930396 192.168.1.6 ip-160-153-128-26.ip.secureserver.net TCP 74 [TCP Retransmission] 36228 . http(80) [SYN]
Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=154054268 TSecr=0 WS=128
Frame 3074: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx000f00d56252, id ©
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:09:15.510451208 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931755.510451208 seconds
[Time delta from previous captured frame: ©0.255930396 seconds]
[Time delta from previous displayed frame: ©.255930396 seconds]
[Time since reference or first frame: 149.421218714 seconds]
Frame Number: 3074
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: Bad TCP]
[Coloring Rule String: tcp.analysis.flags && !tcp.analysis.window_update && !tcp.analysis.keep_alive & !tcp.analysis.keep_alive_ack]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
ee 4@ Lii. ev. ev. .... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: ©xc441 (50241)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x9418 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36228 (36228), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36228 (36228)
Destination Port: http (80)
[Stream index: 85]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 3377165803

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: @xe5f6 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 154054268, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 154054268
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[SEQ/ACK analysis]
[TCP Analysis Flags]
[Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[This frame is a (suspected) retransmission]
[Severity level: Note]
[Group: Sequence]
[The RTO for this segment was: 1.014388047 seconds]
[RTO based on delta from frame: 2893]
[Timestamps]
[Time since first frame in this TCP stream: 1.014388047 seconds]
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[Time since previous frame in this TCP stream: 1.014388047 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info
3268 16:09:17.270456906 151.181224412 ©.036012029 192.168.1.6 ip-160-153-128-26.ip.secureserver.net TCP 74 [TCP Retransmission] 36222 . http(80) [SYN]
Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=154056028 TSecr=0 WS=128
Frame 3268: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx@00f00d56252, id ©
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:09:17.270456906 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931757.270456906 seconds
[Time delta from previous captured frame: 0.036012029 seconds]
[Time delta from previous displayed frame: 1.760005698 seconds]
[Time since reference or first frame: 151.181224412 seconds]
Frame Number: 3268
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: Bad TCP]
[Coloring Rule String: tcp.analysis.flags && !tcp.analysis.window_update && !tcp.analysis.keep_alive & !tcp.analysis.keep_alive_ack]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
ee 4@ Lii. ev. ev. .... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: @x3b9f (15263)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x1cbb [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36222 (36222), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36222 (36222)
Destination Port: http (80)
[Stream index: 82]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 917024633

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: 0x3832 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 154056028, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 154056028
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[SEQ/ACK analysis]
[TCP Analysis Flags]
[Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[This frame is a (suspected) retransmission]
[Severity level: Note]
[Group: Sequence]
[The RTO for this segment was: 3.026429016 seconds]
[RTO based on delta from frame: 2846]
[Timestamps]
[Time since first frame in this TCP stream: 3.026429016 seconds]
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[Time since previous frame in this TCP stream: 2.015936094 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info
3269 16:09:17.270502598 151.181270104 ©0.000045692 192.168.1.6 ip-160-153-128-26.ip.secureserver.net TCP 74 [TCP Retransmission] 36224 . http(80) [SYN]
Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=154056028 TSecr=0 WS=128
Frame 3269: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx000f00d56252, id ©
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:09:17.270502598 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931757.270502598 seconds
[Time delta from previous captured frame: 0.000045692 seconds]
[Time delta from previous displayed frame: ©.000045692 seconds]
[Time since reference or first frame: 151.181270104 seconds]
Frame Number: 3269
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: Bad TCP]
[Coloring Rule String: tcp.analysis.flags && !tcp.analysis.window_update && !tcp.analysis.keep_alive & !tcp.analysis.keep_alive_ack]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
ee 4@ Lii. ev. ev. .... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: ©xc320 (49952)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x9539 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36224 (36224), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36224 (36224)
Destination Port: http (80)
[Stream index: 83]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 2920811782

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: 0x6333 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 154056028, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 154056028
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[SEQ/ACK analysis]
[TCP Analysis Flags]
[Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[This frame is a (suspected) retransmission]
[Severity level: Note]
[Group: Sequence]
[The RTO for this segment was: 3.026413294 seconds]
[RTO based on delta from frame: 2847]
[Timestamps]
[Time since first frame in this TCP stream: 3.026413294 seconds]
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[Time since previous frame in this TCP stream: 2.016033034 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info
3308 16:09:17.526463520 151.437231026 0.002152228 192.168.1.6 ip-160-153-128-26.ip.secureserver.net TCP 74 [TCP Retransmission] 36228 . http(80) [SYN]
Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=154056284 TSecr=0 WS=128
Frame 3308: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx000f00d56252, id ©
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:09:17.526463520 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931757.526463520 seconds
[Time delta from previous captured frame: 0.002152228 seconds]
[Time delta from previous displayed frame: ©.255960922 seconds]
[Time since reference or first frame: 151.437231026 seconds]
Frame Number: 3308
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: Bad TCP]
[Coloring Rule String: tcp.analysis.flags && !tcp.analysis.window_update && !tcp.analysis.keep_alive & !tcp.analysis.keep_alive_ack]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
ee 4@ Lii. ev. ev. .... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: ©xc442 (50242)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x9417 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36228 (36228), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36228 (36228)
Destination Port: http (80)
[Stream index: 85]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 3377165803

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: @xdel6 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 154056284, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 154056284
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[SEQ/ACK analysis]
[TCP Analysis Flags]
[Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[This frame is a (suspected) retransmission]
[Severity level: Note]
[Group: Sequence]
[The RTO for this segment was: 3.030400359 seconds]
[RTO based on delta from frame: 2893]
[Timestamps]
[Time since first frame in this TCP stream: 3.030400359 seconds]
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[Time since previous frame in this TCP stream: 2.016012312 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info
3359 16:09:21.302447937 155.213215443 -0.000000017 192.168.1.6 ip-160-153-128-26.ip.secureserver.net TCP 74 [TCP Retransmission] 36224 . http(80) [SYN]
Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=154060060 TSecr=0 WS=128
Frame 3359: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx000f00d56252, id ©
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:09:21.302447937 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931761.302447937 seconds
[Time delta from previous captured frame: -0.000000017 seconds]
[Time delta from previous displayed frame: 3.775984417 seconds]
[Time since reference or first frame: 155.213215443 seconds]
Frame Number: 3359
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: Bad TCP]
[Coloring Rule String: tcp.analysis.flags && !tcp.analysis.window_update && !tcp.analysis.keep_alive & !tcp.analysis.keep_alive_ack]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
ee 4@ Lii. ev. ev. .... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: ©xc321 (49953)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x9538 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36224 (36224), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36224 (36224)
Destination Port: http (80)
[Stream index: 83]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 2920811782

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: 0x5373 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 154060060, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 154060060
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[SEQ/ACK analysis]
[TCP Analysis Flags]
[Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[This frame is a (suspected) retransmission]
[Severity level: Note]
[Group: Sequence]
[The RTO for this segment was: 7.058358633 seconds]
[RTO based on delta from frame: 2847]
[Timestamps]
[Time since first frame in this TCP stream: 7.058358633 seconds]
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[Time since previous frame in this TCP stream: 4.031945339 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info
3360 16:09:21.302504190 155.213271696 0.000056253 192.168.1.6 ip-160-153-128-26.ip.secureserver.net TCP 74 [TCP Retransmission] 36222 . http(80) [SYN]
Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=154060060 TSecr=0 WS=128
Frame 3360: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlxe00f00d56252, id ©
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:09:21.302504190 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931761.302504190 seconds
[Time delta from previous captured frame: ©0.000056253 seconds]
[Time delta from previous displayed frame: ©.000056253 seconds]
[Time since reference or first frame: 155.213271696 seconds]
Frame Number: 3360
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: Bad TCP]
[Coloring Rule String: tcp.analysis.flags && !tcp.analysis.window_update && !tcp.analysis.keep_alive & !tcp.analysis.keep_alive_ack]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
ee 4@ Lii. ev. ev. .... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: ©x3ba® (15264)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©xlcba [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36222 (36222), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36222 (36222)
Destination Port: http (80)
[Stream index: 82]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 917024633

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: 0x2872 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 154060060, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 154060060
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[SEQ/ACK analysis]
[TCP Analysis Flags]
[Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[This frame is a (suspected) retransmission]
[Severity level: Note]
[Group: Sequence]
[The RTO for this segment was: 7.058476300 seconds]
[RTO based on delta from frame: 2846]
[Timestamps]
[Time since first frame in this TCP stream: 7.058476300 seconds]
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[Time since previous frame in this TCP stream: 4.032047284 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info
3362 16:09:21.558445798 155.469213304 0.241986582 192.168.1.6 ip-160-153-128-26.ip.secureserver.net TCP 74 [TCP Retransmission] 36228 . http(80) [SYN]
Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=154060316 TSecr=0 WS=128
Frame 3362: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx@00f00d56252, id ©
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:09:21.558445798 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931761.558445798 seconds
[Time delta from previous captured frame: ©0.241986582 seconds]
[Time delta from previous displayed frame: ©.255941608 seconds]
[Time since reference or first frame: 155.469213304 seconds]
Frame Number: 3362
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: Bad TCP]
[Coloring Rule String: tcp.analysis.flags && !tcp.analysis.window_update && !tcp.analysis.keep_alive & !tcp.analysis.keep_alive_ack]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
ee 4@ Lii. ev. ev. .... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: ©xc443 (50243)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x9416 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36228 (36228), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36228 (36228)
Destination Port: http (80)
[Stream index: 85]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 3377165803

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: @xce56 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 154060316, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 154060316
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[SEQ/ACK analysis]
[TCP Analysis Flags]
[Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[This frame is a (suspected) retransmission]
[Severity level: Note]
[Group: Sequence]
[The RTO for this segment was: 7.062382637 seconds]
[RTO based on delta from frame: 2893]
[Timestamps]
[Time since first frame in this TCP stream: 7.062382637 seconds]
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[Time since previous frame in this TCP stream: 4.031982278 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info
3774 16:09:29.494467283 163.405234789 0.543581601 192.168.1.6 ip-160-153-128-26.ip.secureserver.net TCP 74 [TCP Retransmission] 36222 . http(80) [SYN]
Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=154068252 TSecr=0 WS=128
Frame 3774: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx@00f00d56252, id ©
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:09:29.494467283 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931769.494467283 seconds
[Time delta from previous captured frame: ©0.543581601 seconds]
[Time delta from previous displayed frame: 7.936021485 seconds]
[Time since reference or first frame: 163.405234789 seconds]
Frame Number: 3774
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: Bad TCP]
[Coloring Rule String: tcp.analysis.flags && !tcp.analysis.window_update && !tcp.analysis.keep_alive & !tcp.analysis.keep_alive_ack]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
ee 4@ Lii. ev. ev. .... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: ©x3bal (15265)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x1cb9 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36222 (36222), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36222 (36222)
Destination Port: http (80)
[Stream index: 82]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 917024633

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: 0x0872 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 154068252, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 154068252
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[SEQ/ACK analysis]
[TCP Analysis Flags]
[Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[This frame is a (suspected) retransmission]
[Severity level: Note]
[Group: Sequence]
[The RTO for this segment was: 15.250439393 seconds]
[RTO based on delta from frame: 2846]
[Timestamps]
[Time since first frame in this TCP stream: 15.250439393 seconds]
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[Time since previous frame in this TCP stream: 8.191963093 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info
3775 16:09:29.494533001 163.405300507 0.000065718 192.168.1.6 ip-160-153-128-26.1ip.secureserver.net TCP 74 [TCP Retransmission] 36224 . http(80) [SYN]
Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=154068252 TSecr=0 WS=128
Frame 3775: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx000f00d56252, id ©
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:09:29.494533001 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931769.494533001 seconds
[Time delta from previous captured frame: 0.000065718 seconds]
[Time delta from previous displayed frame: ©.000065718 seconds]
[Time since reference or first frame: 163.405300507 seconds]
Frame Number: 3775
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: Bad TCP]
[Coloring Rule String: tcp.analysis.flags && !tcp.analysis.window_update && !tcp.analysis.keep_alive & !tcp.analysis.keep_alive_ack]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
ee 4@ Lii. ev. ev. .... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: ©xc322 (49954)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x9537 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36224 (36224), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36224 (36224)
Destination Port: http (80)
[Stream index: 83]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)



C :\Users\Public\Wpdocs\Wireshark traces\timeout3.pcapng 3779 total packets, 48 shown

Sequence Number (raw): 2920811782

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: 0x3373 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 154068252, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 154068252
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[SEQ/ACK analysis]
[TCP Analysis Flags]
[Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[This frame is a (suspected) retransmission]
[Severity level: Note]
[Group: Sequence]
[The RTO for this segment was: 15.250443697 seconds]
[RTO based on delta from frame: 2847]
[Timestamps]
[Time since first frame in this TCP stream: 15.250443697 seconds]
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[Time since previous frame in this TCP stream: 8.192085064 seconds]
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No. Time Rel Time Delta T Source Destination Protocol Length Info
3778 16:09:29.750446675 163.661214181 ©.000000300 192.168.1.6 ip-160-153-128-26.1ip.secureserver.net TCP 74 [TCP Retransmission] 36228 . http(80) [SYN]
Seq=0 Win=64240 Len=0 MSS=1460 SACK_PERM=1 TSval=154068508 TSecr=0 WS=128
Frame 3778: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlx@00f00d56252, id ©
Interface id: @ (wlx000f00d56252)
Interface name: wlx@00f00d56252
Encapsulation type: Ethernet (1)
Arrival Time: Sep 29, 2021 17:09:29.750446675 GMT Daylight Time
[Time shift for this packet: ©.000000000 seconds]
Epoch Time: 1632931769.750446675 seconds
[Time delta from previous captured frame: ©.000000300 seconds]
[Time delta from previous displayed frame: ©.255913674 seconds]
[Time since reference or first frame: 163.661214181 seconds]
Frame Number: 3778
Frame Length: 74 bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp]
[Coloring Rule Name: Bad TCP]
[Coloring Rule String: tcp.analysis.flags && !tcp.analysis.window_update && !tcp.analysis.keep_alive & !tcp.analysis.keep_alive_ack]
Ethernet II, Src: Legra_d5:62:52 (00:0f:00:d5:62:52), Dst: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Destination: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
Address: Sagemcom_fc:45:ea (30:24:78:fc:45:ea)
ee 4@ Lii. ev. ev. .... = LG bit: Globally unique address (factory default)
e 20e@ Lier eve wvee we.. = 1IG bit: Individual address (unicast)
Source: Legra_d5:62:52 (00:0f:00:d5:62:52)
Address: Legra_d5:62:52 (00:0f:00:d5:62:52)
R - . = LG bit: Globally unique address (factory default)
eee +0@ L.l ... ... .... = IG bit: Individual address (unicast)
Type: IPv4 (©x0800)
Internet Protocol Version 4, Src: 192.168.1.6 (192.168.1.6), Dst: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
0100 .... = Version: 4
. 0101 = Header Length: 20 bytes (5)
Differentiated Services Field: @x00 (DSCP: CS@, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (9)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (©)
Total Length: 60
Identification: ©xc444 (50244)
Flags: 0x40, Don't fragment
@... .... = Reserved bit: Not set
.1.. .... = Don't fragment: Set
..0. .... = More fragments: Not set
Fragment Offset: ©
Time to Live: 64
Protocol: TCP (6)
Header Checksum: ©x9415 [validation disabled]
[Header checksum status: Unverified]
Source Address: 192.168.1.6 (192.168.1.6)
Destination Address: ip-160-153-128-26.ip.secureserver.net (160.153.128.26)
Transmission Control Protocol, Src Port: 36228 (36228), Dst Port: http (80), Seq: 0, Len: ©
Source Port: 36228 (36228)
Destination Port: http (80)
[Stream index: 85]
[TCP Segment Len: 0]
Sequence Number: © (relative sequence number)
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Sequence Number (raw): 3377165803

[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @

Acknowledgment number (raw): ©

1010 .... = Header Length: 4@ bytes (10)
Flags: 0x002 (SYN)
000. ... . = Reserved: Not set
..0 .... .... = Nonce: Not set
. @... .... = Congestion Window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..0 .... = Acknowledgment: Not set
. @... = Push: Not set
.0.. = Reset: Not set

¢ vees o1, = Syn: Set
[Expert Info (Chat/Sequence): Connection establish request (SYN): server port 80]
[Connection establish request (SYN): server port 89]
[Severity level: Chat]
[Group: Sequence]
eee eee. ...0 = Fin: Not set
[TCP Flags: .......... S.]
Window: 64240
[Calculated window size: 64240]
Checksum: ©@xae56 [unverified]
[Checksum Status: Unverified]
Urgent Pointer: o
Options: (20 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale
TCP Option - Maximum segment size: 1460 bytes
Kind: Maximum Segment Size (2)
Length: 4
MSS Value: 1460
TCP Option - SACK permitted
Kind: SACK Permitted (4)
Length: 2
TCP Option - Timestamps: TSval 154068508, TSecr ©
Kind: Time Stamp Option (8)
Length: 10
Timestamp value: 154068508
Timestamp echo reply: ©
TCP Option - No-Operation (NOP)
Kind: No-Operation (1)
TCP Option - Window scale: 7 (multiply by 128)
Kind: Window Scale (3)
Length: 3
Shift count: 7
[Multiplier: 128]
[SEQ/ACK analysis]
[TCP Analysis Flags]
[Expert Info (Note/Sequence): This frame is a (suspected) retransmission]
[This frame is a (suspected) retransmission]
[Severity level: Note]
[Group: Sequence]
[The RTO for this segment was: 15.254383514 seconds]
[RTO based on delta from frame: 2893]
[Timestamps]
[Time since first frame in this TCP stream: 15.254383514 seconds]
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[Time since previous frame in this TCP stream: 8.192000877 seconds]



